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Disclaimer

» This research was funded by the U.S. Department of Homeland Security, Science
and Technology Directorate on contract number 70RSAT18CB0000034

» This work was performed by a team of researchers at the Maryland Test Facility

* The views presented here are those of the authors and do not represent those of
the Department of Homeland Security, the U.S. Government, or their employers

* The data used in this research was acquired under IRB protocol
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Scenario Testing vs. Technology Testing

= Scenario Testing:

Centered around a use-case

Full multi-component biometric system
Gathering new biometric samples
Smaller sample size

Answers guestions about how technology
performs for an intended use

Answers questions about the suitability of a
system for an intended use

» e.g., How will face recognition perform in a high-
throughput unattended scenario?

= Technology Testing:

Centered around a technology

Focused on a specific system component
Re-use of biometric datasets

Larger sample size

Answers questions about how technologies
advance or perform relative to each other

Answers questions about the limits of a
technology’s performance

» e.g., What is the minimum false match rate
achievable by face recognition technology?

> Scenario test thinking can help frame questions of technology fairness during use <
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DHS S&T Scenario Testing of Face

Recognition Technolog

PAONRS]

Biometric

= The DHS Biometric Technology Rally is a yearly biometric Technolo
system evaluation focused on DHS technology use-cases gy Rally

2019

Biometric

= Since 2018, we have tested 151 combinations of commercial Technology

face acquisition systems and matching algorithms in a high- Tt
throughput unattended use case

2020

Biometric

= The Rallies provide comprehensive metrics about the tested [kasad
technologies:

= Efficiency — transaction times

» Effectiveness — image acquisition and matching success
= Satisfaction — user feedback

= https://mdtf.org

Rally at
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https://mdtf.org/

Face Recognition Technology

[} R
Appeared in IEEE Transactions on Biometrics, Behavior, and Identity Science (IEEE T-BIOM)
February 2019, DOI: 10.110%/TBIOM.2019.2897801 1
= . A D & ! i )

Demographic Effects in Facial Recognition and
their Dependence on Image Acquisition: An ——
Evaluation of Eleven Commercial Systems

= Scientific analyses of data collected in the Rallies have Gyntnia M. Gook, John J. Howard, Yeugeniy 8. St Jary L. Tipton, and Aru R, Vemury
addressed demographic effects in face recognition | |
technolo g les: e ytems IEEE BTAS), Tampa Bay, USA, September 2018 T

u Th e rO I e Of I m ag e va U IS Itl O n I n S h apl n g d e m Og rap h IC ‘Th(‘! El’t:ect of Broad and Specific D?mographic Ho.nfogeneity .on the Imposter
d Iﬁ; er e n C e S Iﬂ a f a C e r e C O g n |t| On Sy St em Distributions and False Match Rates in Face Recognition Algorithm Performance

= Establishing the influence of race, gender, and age on false
match rate (FMR) estimates of a face recognition system Quantifying the Extent to Which Race and

= Quantification and comparison of race and gender Gender Features Determine Identity in
differences in commercial face and iris recognition systems Commercial Face Recognition Algorithms -

= Cognitive biases introduced by face recognition algorithm PLOS ONE
outcomes on human reviewers

John J. Howard and Yevgeniy B. Sirotin

Arun R. Vemury

RESEARCH ARTICLE
Human-algorithm teaming in face o
. . . . recognition: How algorithm outcomes fj
= While some systems test well with diverse demographic cognitively bias human decision-making EL
groups, some demographic performance differentials s . R
- - . [ - © These authors contributed equally to this work. j"E
persist in both acquisition and matching components of n P t
biometric systems and require careful evaluation S Abstract
In face recognition applications, humans often team with algorithms, reviewing algorithm ;bc
results to make an identity decision. Ho?vever, few studies have explicitly r.neasure.d hov?r ;:ﬁ
) Homeland o, ]
& Security ook sbssait s irrt Wik ek T s e suaarcanrs.

algorithm outcomes cognitively bias human similarity of face pairs along a scale. Volunteers performing the task were told that they were
Science and Technology R T e iewing identity decisions made by different sources, either a computer or human, or were

[




2020 Biometric Technology Rally

Unmasking Demographic Differentials

= Completed during COVID-19, this Rally tested face recognition systems under two conditions:

Without With
Masks Masks

volunteers removed volunteers kept their
their masks prior to masks on while using
using the system the system

> Unattended high-throughput scenario similar to aircraft boarding <
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Unattended High-throughput Scenario

S

U Homeland

o

The face recognition system has limited time to operate

The face recognition system acquires one image per individual

The identification gallery is small (500 people)

Most people being matched are in the identification gallery

Impact of errors of those being matched is dominated by false
negative identifications

= Example Impact: Delay or denial of access to an aircraft

ecurity

echnology




Diverse Test Volunteers — Commercial Face

Recognition Systems.

3009 14

2001 110

100 T
Black White Asian Other [18,25] (25,30] (30,35] (35,40] (40,45] (45,50] (50,55] (55,60] (60,65]
Race Age
* Volunteers used their own * 6 Commercial Acquisition Systems e« Systems had to:
personal face masks during  « 10 Commercial Matching Systems — Acquire face images from each volunteer
testing

— ldentify each volunteer against a gallery

> 60 System Combinations < - 1479 images of 500 individuals
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Face Recognition Can Work Well Across

Demographic Groups,

TIR Matching TIR
Face Recognition 100 22 32 25 12 1009 47 48 50 41
Without Masks ’ ’ ? ‘I T
Al“x””tiﬁ x’ﬁ' il
4 l.”(h;rofj‘plof 582‘ ’;1&.‘; 75% o 75% -
Rel gL iR R
il Q{&‘”g 1
uu l § itk 50% 1 0%1 | . .
a photo }
for 6% . J
L b
Algorithm Algorithm 25% 25% - E‘
@ finds a P found all ® . ® ". .
face faces [ .
s
‘ Algorithm Algorithm 0% - 0% =
identifies .: 2 1 y d_oes"’t T T T T T T T T
Peson owniiL% Black White Asian Other Black White Asian Other

’lg i
x Y W” { 1 L iﬂ« b iﬁ 93% Identified O Each point in the graph represents the true identification rate (TIR) of a combination of an acquisition
km xfgl}r t' xﬂav'( ?ii Best:  ~100% identified and matching system (n = 60) across our sample of 582 volunteers.
( {: j 1 ,{‘ iy 7‘& Median: 93%dentified
1 Worst  11%identified _ _ o o
TIR includes failure of acquisition systems to submit images.
Matching TIR discounts any failure of acquisition systems to submit images.
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Un-equal Impact of Masks on Performance

* TIR Matching TIR

Face Recoghnition 100% - 0 5 15 100% | 7 27 33 26
With Masks "
‘ﬂ A 75% -t 75%
Gy Do " Group of 582 ‘1,; 01 o .
L X at?tjme lll 9”x!ﬁ k{g“"‘ ﬁ‘k ‘ ‘

!llllll i 50% 50%
g o

Algorithm 25% - 25% +

p.8 &=t
i | [
illlll! s 0% | l ﬁ ol b § }

Camera
@ takes a
photo

.

denty 8% Black White  Asian  Other Black White  Asian  Other

Algorithm
@ identifies (2|22
person .

, AL i
| K’ 1’4 i{ﬁ‘l i* g%& 77% ldentified e Each point in the graph represents the true identification rate (TIR) of a combination of an acquisition
fqi, ! x *H 1 Best  96%dentified and matching system (n = 60) across our sample of 582 volunteers.
Median: 77% identified

9 4
”'“ h ? Kkﬁ Worst 4% identified
TIR includes failure of acquisition systems to submit images.

Performance representative of the median system tested ; ) ) T o
Matching TIR discounts any failure of acquisition systems to submit images.
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Best-performing Acquisition and Matching

System Combinatio

Without
Masks
TIR TIR

100% o o o o 100% - ® o o

75% 75% \

Even the best system

0 The best system 0 - :
50% - 50% -
combination combination failed to reach

0)
worked well for QSA) TIR for volunteers
25% 1 25% | identifying as Black or
everyone. : :
African-American.

0% A 0% -
Bléck Wﬁite As.ian Otll'ler Bléck erwite As.ian Otﬁer

@ Homeland
“%’ Security

echnology




Unattended High-throughput Scenario

Summary

= Face recognition technology can work well across demographic groups without face masks
= Similar to findings from past Rally scenario tests

= However, acquisition and matching errors do not increase equally when the system is perturbed by
the addition of face masks

» Performance declines for some demographic groups more than for others
= Both acquisition and matching performance is affected; it is not just the matching algorithm

» Future research will investigate the differential performance of the technology that underlies these
differential outcomes

> Takeaway <
A fair system under one set of operational conditions, may become unfair when conditions change.
Ongoing testing is recommended to track performance, including fairness, as conditions change.
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Large Watch-list Id

entification Scenario

The face recognition system receives many images for T Y B o B
matching (e.g., from various sources) ' ' :

A A N A
i XA £ 1S A [
(== R e Koy vard
1 2= @) L J ‘ by { \[

~ 9 ~ Vs ~
w

The identification gallery is large (1000+ people) ﬂ W . . M

Most people being matched are not in the identification

|
gallery
= Impact of errors of those being matched is dominated by R
OV

false positive identifications Ry
= Example Impact: Investigation by authorites T
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Face Recognition False Positives and

Demographics

Iris False-Matches Face False-Matches
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~1in 4 iris false matches are of the same ~4 in 5 face false matches are of same
Race and Gender (FMR = 1e-5) Race and Gender (FMR = l1le-5)
> As expected from random assortment < > Intuitive? Why? <
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Our Unique Neurobiology Biases Our Intuition

for Face Recognition ...y

H.0.8.0.8.0.

» Humans have a dedicated perceptual face recognition capability
= This architecture is shared with other primates (e.g., Macaques)

» Evolved to recognize familiar individuals within small social groups . Obj Tina feoconcs) -»
FOOIFDOOFOOQ

= Alandmark neurophysiological study in 1997 identified areas of the human :
brain dedicated to face processing 3 ‘

» No dedicated areas exist for fingerprint or iris processing

L XA o doh o oo ool
Time (seconds) —»

The Joumnal of Neurcscince, June 1, 1997, 17(11%4302-4311

= Our own face processing capability biases our judgement about how face
recognltlon Should Work The Fusiform Face Area: A Module in Human Extrastriate Cortex

Specialized for Face Perception

= Qur perceptual system is bad at distinguishing unfamiliar individuals Nancy Kamwishe, dosh  and Marvi . Chune

'Department ofPsyrhaﬂogy Harvard University, Cambndge Massachusetts 02138, *Massachusetts General Hospital
MNMR Center, Charlestown, Massachusetts 02129, and *Department of Psychology, Yale University,

» |tis easier to distinguish unfamiliar individuals based on race or gender N Haon, Canracio 055206205
= We assume face recognition algorithms must work this way because this is i rers e s s WA, v rd s v s, ur s of e e

- . an area in the fusiform gyrus in 12 of the 15 subjects fested that  applied to the same region defined functionally within individua\

|ntu |t|Ve was significantly more active when the subjects viewed faces  subjects provides a solution to two common problems in fun
than when they viewed assorted common objects. This face  tional imaging: (1) the requiremen nt o carrect for muliple o
activation was used to define a specific region of interest mml comparisons and (2) the inevitable ambiguity in the
indivi r each subject, within which several new tests of  interpretatior Dfanyst idy in whic! h Iytw o or three itions

t were run. In each of five subjects tested, the arammparad Our data allow us to reject alternativi
also responded significantly of the function of the fusifor rrm'ac area (area *!

= But this is not an assumption we make about fingerprint or iris biometrics e o
because we don’t have the right neurobiology oy i of ) s o ;m;n;unz s st o

photos of houses, and rent set of five subjscts) (3)  this region is tectvvety volved in the perception DH
three-quarter-view face photos (with hair concealed) than pho-

tos of human hands; it also responded more strongly during (4) Key words: extrastriate cortex; face perception; functional
a consecutive matching task performed on three-quarter-view MRI; fusiform gyrus; ventral visual pathway; object recognition

Evidence from cognitive psychology (Yin, 1969: Bruce et al., 1991; s to stu dy tml p lz;n in the orm.llh mn n brai nunth
Tanaka and Farah 10431 comnntational vision (Turk and Pent.___rela _ nel laroe samn P
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Differentials in within-group FMR may result In

Big FPIR differentials

= Face recognition algorithm False Match Rates (FMR) can vary within demographic groups:
= NIST FRVT found up to 100-fold disparity in FMR within different demographic groups (typically 10-fold)
= This is broadly recognized as a problem in the biometrics community
=  With simple assumptions, small FMR differences lead to large differentials in False Positive Identification Rates (FPIR) over many

comparisons
FMR 0.61
Male | EICEOYAm - (=X0)5) Composition
0.4 -
— 50% Female
E A
Female || =0 BRIy Q. Demographic
. . 0.2 - Female
Female Male — Male
v
FPIR=1—-(1—-FMR)"V

0.0 -

@ Homeland 0 2500 5000 7500 10000
X Security Number of Independent Comparisons
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Equal within-group FMR + Balanced Gallery =

No FPIR differe,til e

= With equal false match rates within each group:
» FPIR differentials for a balanced gallery (50:50 male and female) are eliminated

» This is broadly recognized as the desired end state in the biometric community and makes intuitive sense
= But what if the gallery composition is not balanced?

FMR 0.61
Male | BRICEAR - - 0 Composition
0.4 -
— 50% Female
o
LINEIFERSISE088 1e-07 Q. Demographic
0.2 — Female
Female Male — Male
FPIR=1—-(1—-FMR)"V

0.0 -

@ Homeland 0 2500 5000 7500 10000
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Equal within-group FMR + Imbalanced Gallery

may result in Big EP

= Despite equal false match rates within each group:
» FPIR differentials for an imbalanced gallery (10% male to 90% female) are again observed!
» Size of the FPIR differential depends on amount of imbalance in the gallery
= How can these differentials be mitigated?

FMR 0.6 -
VEICRl 1e-07 [5:5605 Demographic
0.4 1 - -— Female
s A — Male
Female 1 |5 5= 055 EE-Ney o .
= _ Composition
: : 0.21 — 50% Female
Female Male - 90% Female
FPIR=1—(1—FMR)V
0.0 A
@ Homeland 0 2500 5000 7500 10000

Number of Independent Comparisons
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Homogeneous FMR = No FPIR differentials

Independent of Gallel

= Despite equal false match rates within each group:

= If face recognition behaved like iris recognition, false match errors would be random with respect to
demographic groups

= We call such false match rates broadly homogeneous, but it goes against human face recognition intuition
» Homogeneous FMR is not broadly recoanized as a desirable end-state for face recoanition

FMR 0.6-
VEICRN 2 8e-05 2.8e-05 Demographic
0.4 1 -— Female
o — Male
SNEICRE 2 8e-05 2.8e-05 o .
L Composition
0.2 — 50% Female

Female Male -- 90% Female

FPIR=1—(1—FMR)V
0.0
g Homeland 0 2500 5000 7500 10000
i security Number of Independent Comparisons

Science and Technology



False Positive leferentlals In Commaercial

Face and Iris Reco

Face 1 Face 2 Face 4

Male 1 ARG 3e-05 6e-06 3e-05 8e-06 4e-05

2e-05  4e-05 FMR values based on
commercial matching
systems participating

Rl 7205 1e-06 7e-05  6e-06 6e-05 7e-06 5e-05 1e-05 in DHS S&T's 2019
Biometric Technology
Rally.
Female Male Female Male Female Male Female Male
Iris 1 Iris 2 Iris 3 Iris 4
fmr
Male - - - 4e-05 4e-05 3e-05 3e-05 1e-05 2e-05 1e-04
Female - - 2e-05 1e-05 2e-05 3e-05 2e-05 2e-05
1e-06

N ’gg Homela T T T T T T T T
@ Security Female Male Female Male Female Male Female Male
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Large Watch-list Identification Scenario

Summary _akaun

= Differences in FMR linked with race or gender can create an unequal hazard of false positive
identification against a watch-list for people based on demographic traits outside their control

= Current focus in face-recognition is to achieve equal within-group error rates
= This goal is biased by intuition that derives from our own unique neurobiology

= But, equalizing within-group FMR will create equal FPIR for each group ONLY when gallery composition is
exactly balanced

= Some watch-list galleries may not be balanced for race, gender, or other protected groups

= False Match Rates for iris recognition can be homogeneous:
= j.e., independent of race or gender both within-groups and between-groups

> Takeaway <

Homogeneous FMRs maintain equal FPIR independent of demographic group membership and
gallery composition. To be fair, face identification systems should have homogeneous FMRs.
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Questions?

This work was performed by a dedicated team of researchers at the Maryland Test Facility

Find out more at https://mdtf.orqg/

2020
) Biometric
yevgeniy@mdif.org Technology
= arun.vemury@hg.dhs.qov Rally at
= [ohn@mdtf.org
= [acob@mdtf.org
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