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Enablers of Better
Face Recognition

Scraping tools
Does it work? NIST c. 1993

sequestered tests. c.

Access c. 1995

CNN paradigms:
VGGnet, RESnets,
STNs.

CNNs c. 1998
DCNNs c. 2012

Test sets LFW, NIST FRVT 2000,

02, 06. MBE
1JB-x, é\gi%aface, 2010. FRVT 2013,
C. 2017
An industrial
revolution

Digital
Cameras c.
2002

GPU ML tools
Caffe, Torch, TF
c. 2012

I oh Social Media
Cell phones w. c. 2006

cameras c. 2008




Face recognition trends, evolution, revolution

Marketplace, organizational

Algorithms

»  Many more developers

»  More large programs
«  USExit. EES (2022)

»  Capture envelope

e Constrained =
Unconstrained

»  Bigger better benchmarks
» New applications
»  New tasks
*  Clustering
»  Larger databases, TN

* Better VSS cameras
e P resolution

 J lower frame rate
e H265

* Face-aware cameras
¢ Detection
*  Quality

* PAD

e Resurrection of 3D
* Face action

»

»

»

Revolution under the hood: CNNs
* Better accuracy
* Smaller templates
* Better pose invariance
Faster processing
* Faster template generation
* Sublinear search
Processors
* GPU for training
* CPU very much alive

* Quality infrastructure

* Quality standardization

PAD, Morph detection

Demographic neutrality




Partial List of FR companies NET

Cognitec

Idemia (Morpho)
Gemalto-Cogent
NEC

Toshiba
Neurotechnology
HP / Virage

IBM

Camvi

Rankone

Noblis
Cyberextruder
Decatur

Dalian U. of Technology
Surrey U.

Tsinghua U.

Beijing lvsign

Chinese Academy of Sciences
Fudan U.

U. of Maryland

USC ISI

ltmo

Ayonix
Dermalog
Digitalbarriers
FST

HB Innovation
Herta

Id3
Innovatrics
Isityou

Vision Labs
NtechLab
3divi

STR, Oxford U.

Non-Biometrics
 Apple
* Google
* Facebook
*  Microsoft

* Amazon

* Kairos

* Affectiva
* OpenCV

* Betaface
* Panasonic
* Progeny
 Samtech

* Tongyi Trans.
* Vcognition

* Yitu

* Intellivision

* Ping An

* Zhuhai Yisheng
* JunYi

* SeeQuestor

* AnyVision

* Megyvii, Face++
* FaceFirst
 Videmo

AND THE LIST is
GROWING rapidly...



Face Recognition Tests at NIST

Image Analysis
Face Recognition Vendor Test | FRVT « Quality
* Runs indefinitely * Add selfies FRVT 1:N 2018 Framework
e 1:1. Visa + Mugshots * Add webcam e 1:NwithN~0(107) ||+ Pose estimation
FRVT . IIIumlna.tlon, blur,
- Add photo-journo expression etc.

* Add child exploitation

4 —l
‘ ‘ ‘ - 2017-Q1 2017-Q2 PANWEOE 2017-Q4 2018-Q1

FRVT History I I
2002: First look at sex and age FRVT
2006: Multimodal e Add frames Morphed images
2010: First proper 1:N from airport * Automated detection
2011: Compression for 1:1 video * Matching accuracy
2014: Better 1:N
2014: Age and sex estimation Face Recognition Prize Challenge

. . . . FRPC 2018
2016: Child Exploitation * Unconstrained images . TBD
2017: Face in Video (FIVE) * 1:1and 1:N with N~ 0O(10°)




Upcoming FRVT 1:N 2018 Test

* Cooperative, still images

* Metrics: 1:N
* 1:N False positive / negative
* Speed, template size

* Demographic effects

FACE | |
NECOGNITION e
VENDOR TEST + Gallery N ~ 0(107)

* Subject-based vs. event-based gallery composition

e Gallery maintenance

FRVT 2018: Important Dates

2017-0ct-26 - Nov-15: Draft API publication and public comments period
2017-Nov-16: Final API published

2018-Jan-22: First day algorithms can be sent to NIST

2018-Feb-16: Phase 1 submission deadline
2018-Jun-21: Phase 2 submission deadline
2018-Oct-19: Phase 3 submission deadline




FRVT 1:N 2018: Intended main outcomes

Accuracy

Computational resources

»

»

»

»

»

Absolute accuracy

* Hitrates, rank 1, 2, ...

* Hit rates, threshold-based

* Dependence on gallery size, N
Relative FR accuracy 2010 — 2013 — 2018
Comparative accuracy of 2018 FR algorithms
Accuracy dependence on

* Subject-specific factors: Race, age, gender,
skin tone

* Image-specific factors: Pose, compression,
camera

Effect of gallery composition
* Subject-based (consolidated)
* Event-based

»  Template
* Size
* Generation duration
»  Search duration
* Dependence on gallery size, N
* Dependence on candidate list size
»  Gallery maintenance
* Finalization
* Subject insert/delete
»  Memory

Demographic effects

» Phase 1. Measurement of effects of age,
race, sex

* Typel+llerrors
» Phase 2

* Mitigate via turnkey training on
operational data

e Multimodal face + iris




Durations
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[1] H. Jégou, M. Douze and C. Schmid, “Product quantization for nearest neighbor search”, PAMI 33(1), 2011
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Journal of Multimedia Information Retrieval, 2015
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[5] Jeff Johnson, Matthijs Douze, and Hervé Jégou. Billion-scale similarity search with gpus. CoRR, abs/1702.08734, 2017



Miss rates grow with increased population, N

FNIR

Threshold set so
thatonly 1in
1000 searches
produces a false
positive

FPIR = 0.001

0.9-
0.8-

0.7-

0.6-

0.5-

0.3-

0.2-

0.1-

N =

Dataset: Concourse
FNIR(N=691282, FPIR=0.001) —=0
and Algorithm

—e— 0.89 neurotechnology_1_cpu

=== 0.77 rankone_0_cpu

—o— 0.60 3divi_1_gpu

== 0.37 ntechlab_1_cpu
—e— 0.34 deepsense_1_cpu /
== 0.32 morpho_0_gpu
== 0.29 ntechlab_0_cpu

== 0.22 vyitu_1_cpu
=== 0.20 yitu_0_cpu

N = 691282'

Number of Enrolled Identities, N

N =160000

N =48000

! . ; ! !
16000 3e+0 e+05 3e+05

Source: https://www.nist.gov/programs-projects/face-recognition-prize-challenge



NST

FR: Smaller, faster, more accurate
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Performance: Accuracy + Speed

False non-match rate
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Mugshot-to-mugshot comparisons
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Dataset: MUGSHOT
FNMR @ FMR=1e-04
and Algorithm
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Wild-to-wild comparisons

FNMR

False non-match rate (FNMR)
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Verification FNMR(T, 6, 6,
Wild Images
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